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ABSTRACT: A region based visual cryptography scheme deals with sharing of image based upon splitting the image into various
regions. The main concept of visual secret sharing scheme is to encrypt a secret image into n meaningless share images. It cannot
leak any information about the original image unless all the shares are obtained. The original image is obtained by superimposing all
the shares directly, so that the human visual system can recognize the shared secret image without using any complex computational
devices. In this paper we propose a region based visual secret sharing scheme for colour images with no pixel expansion and high

security.
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I. INTRODUCTION

Security as a condition is the degree of resistance to,
or protection from, harm. It applies to any vulnerable and
valuable asset, such as a person, dwelling, community,
nation, or organization. Establishing or maintaining a
sufficient degree of security is the aim of the work,
structures, and processes called “security". Security
management for networks is different for all kinds of
situations. A home or small office may only require basic
security while large businesses may require high-
maintenance and advanced software and hardware to
prevent malicious attacks from hacking and spamming.
Security attack is an intelligent act that attempt to intrude
the security services and violate the security policy of a
system. Collection of tools to protect data and resources
from hackers is known as computer security. The security
measures for protecting data during data transmission
through network is known as network security and
protecting data during transmission across inter connected
network is known is internet security. Security measures
to prevent, detect and correct security violation during
transmission of data across interconnected networks.

Visual Cryptography is the scheme which
encrypts image using cryptographic technique, but
decrypt original image without any cryptographic
computation. This scheme is secure and easy to
implement. The cryptographic technique which allows
visual information (pictures, text, etc.) to be encrypted in
such a way that decryption becomes a mechanical
operation that does not require a computer. Visual
Cryptography isa method of encrypting a Secret
image into shares such that stacking a sufficient number
of shares reveals the secret image. Visual Secret Sharing
(VSS), one of the secret communication technologies,
aims to share a secret image with several participants by a
dealer. VSS is a precise technique that encodes a secret
image into noise-like sharing images and reconstructs the
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original secret by superimposing all of the qualified
shared images.

Il. LITERATURE SURVEY

Visual cryptography, introduced by Noar and
Shamir [8], is a type of secret sharing techniques for
images. The idea of visual cryptography scheme is to split
an image into collection of shares which separately
reveals no information about the original secret image.
The image is composed of black and white pixels, and
can be recovered by superimposing all the shares without
any computations involved. By applying the Noar and
Shamir 2-out-of-2 visual cryptography algorithm, two
shares are created, which separately reveals no
information about the original secret image. It can only be
recovered when both of the shares are obtained and
superimposed. Note that the size of the image is expanded
by the factor of 4.

According to [8], leaking no information about the
original secret image means that from any given share of
the secret image, an unbounded adversary which has
unlimited computational power should not be able to gain
any information about the secret image other than the size
of it. In practice, a visual cryptography scheme is
considered insecure if the shape pattern or color of just a
portion of the secret image can be recovered efficiently
from any given share. This technique can be extended to
n-out-of-n visual cryptography scheme. This technique
makes use of the human visual system to perform the OR
logical operation on the superimposed pixel of the shares.
For example, the two blocks of 2x2 pixels shown on the
Fig. 1. will be viewed as the two black pixels and the two
white pixels in each pixel block are averaged out. Now if
we print these two pixel block separately onto a
transparencies and superimpose them, the result is shown
on the Fig. 1. This effect is equivalent to performing a
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pixel-wise OR logical operation on each of the four pairs
of pixels between these two transparencies. One of the
unique and desirable properties of a visual cryptography
scheme is that the secret recovery process can easily be
carried out by superimposing a number of shares.

u" =

Fig. 1. 2x2 pixel blocks and there superimposition.

In [11] Tsung-lieh et.al proposed a secret sharing
scheme which is described for binary image, with no
pixel expansion. This scheme adopted two rectangular
share images to share two rectangular secret images. The
rotation degree was 180 for revealing the second secret
image. In this scheme the encryption process include
three stages:

o DSP(dividing and separating process)
e  SP(sticking process)
e CMP(camouflaging)

In DSP , the first function is to divide each secret
image into blocks with n x n size, and the second function
was to separate each block of the secret image into two
subsets obtained by DSP to generate the share images,
and two subsets of secret image were stuck to obtain both
the share image respectively. The first subset of secret
image 2 was directly stuck on the corresponding position
of secret image 1. While the second subset of secret
image 2 is rotated 180 degree and stuck to the
corresponding position of share 2. The function of the
CMP( camouflage ) is to make the density of the black
pixel on each block of one share image to be equal by
referencing the maximum block density of all blocks. An
example for the decryption process of the secret image is
shown in Fig. 2. The first secret image was revealed by
directly stacking share of secret imagel and the share of
secret image 2. To reveal the second secret image, share
image of secret image 1 was stacked with the share image
of secret imgae 2 by rotating it to 180 degree. Though the
scheme has no pixel expansion it still faces the problems
like time complexity that it takes long time and low
contrast of image.

51
decrypHng process for secret imagel

?wﬁz

52 with
decryptng process for secret image I

rotaton

Fig. 2 The decryption process
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Besides the work on black and white images, a
natural extension for this research problem is to perform
secret sharing on color images. In [2], Bert W. Leung,
Felix Y. Ng, and Duncan s. wong proposed three visual
cryptography scheme for color images which have been
dithered on each of the three primitive colors, namely
cyan, magenta and yellow. They conducted a security
analysis with two level security features. They found that
the security of the scheme depend crucially on the color
composition of the original secret image. They showed
that this scheme support two level security control only if
the original secret image contains only two color chosen
from the specific set of colors. If the original secret image
contains any other colors, they found that the adversary
will have a high chance of compromising the scheme.
Therefore they showed an attacking technique for this
scheme. An attacking technique is shown below from
which the attacker will not be able to compromise the
secret if the original secret image contains only one of the
following pair of colors:

{White, Black}

{Cyan + Magenta, yellow}
{Cyan + Yellow, Magenta}
{Magenta + Yellow, Cyan}

In this paper, we proposed a Region Based Visual
Cryptography Scheme for Color Images, in which the
image is divided into various regions like background and
one or more foreground objects. And for each region then
encryption operations are performed to obtain n shares.
The decryption process is performed with human visual
system which does not require any complex computation.

I11. THE PROPOSED SCHEME

The image that carries secret information is
converted in to multiple secret shares using encryption
model and the original image is obtained from the shares
by decryption model. Both models use secret keys to
increase security. The Specialty of this scheme is to
generate any number of shares and to maintain the visual
quality of the image.

A. The Encryption Model

Shares are obtained from the original secret image
by using the generalized format as explained in the
encryption model. The encryption model comprises of
first finding the number of shares(n) to be generated. The
user can give any value for n. Before separating the
shares, the basic matrices are first constructed based upon
the number of shares to be created. A random Key is
generated at the encryption side based on block size n x n.
Usually the block size will be 4 x 4 or 8 x 8.

1. Construction of Basic Matrices

The original image A is the input; If we want to
create 2° number of shares then b number of basic
matrices are constructed, where b >= 2. The basic
matrices are obtained by dividing each and every pixel
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value in A by b. For example, let the pixel value in A is

127, b is 3. 127/3 = 42.33. So the corresponding pixel 10 210 43 86
;/;IL:jebin _the fitrs_t e_m(i1 ;eg:r%nd ?asic Atgatdrrizx 25342 1azn7d thﬁ A = 93 120 18 2

ird basic matrix is 43. Therefore 42+42+43 = :
b = 3 then the number of shares to be produced are 2° = igs 3?18 538 28
8. The shares can be constructed by XOR-ing basic
matrices on different combination. Let the key
Algorithm1: Encryption model 87 66 245 66
Input: The original image A, Secret Key K. K= 150 130 140 215
Output: Shares Sy, S,.... S, , 58 179 36 65
1. Construct basic matrices B;, B, ....., By 192 228 39 208

2. If the shares are 4,

Perform B,= 128 - B, , B, = B, After performing column permutation,

If the shares are 8, 43 86 10 210
PerformB;=128-B, , B, =B,, B;=64 — B A = 18 2 93 120

If the shares increase, the alternative basic matrices 198 68 233 39
will 22 6 13 248

be subtracted correspondingly by 128, 64, 32... so ) )
Hence basic matrices are B1’ and B2’

on.
3. Divide the basic matrices into blocks 22 43 5 105
4. For each block do the following to create shares B’= 9 1 47 60
S; =B;XOR K 99 34 117 20
S, =B; XOR B, 11 3 7 124
83 = BZ XOR Sl
S4=35; XOR S, 21 43 5 105
S5=S5, XOR S3 B,y = 9 1 46 60
Ss = S3 XOR S4 99 34 116 19
: 11 3 6 124
Sn= Sns XOR A B;=128-B,

5. Combine the blocks of each share.
6. Encode the shares and transmit.

The original image A and the secret key K is read
from the user. Column permutation can be performed on
the original image before basic matrices are constructed
to increase security. The basic matrices are constructed B, =B,
as in step 2 in Algorithm 1. The necessary basic matrices

106 85 123 23
B, = 119 127 81 68

29 94 11 108

117 125 121 4

are constructed based on the number of shares to be 21 43 ° 105
produced. Shares are generated by using the step 4 in B, = 9 1 46 60
Algorithm 1. The key K is XORed with the first share. 99 34 116 19
All the shares are encoded and transmitted. The Block 11 3 6 124

diagram of the proposed scheme is shown in Fig. 3. Generated shares are

B. The Decryption Model

S:= B; XORK
Once all the shares are received at the receiver end,
the shares are superimposed (XORed) in order to get the 61 23 142 85
original image. The secret key K also XORed with Si = 225 253 221 147
shares. 39 237 47 45
D = S;XORS, XORS; ... XOR S, XOR K 181 183 94 212

The decrypted image D has same visual quality as Sz = B1 XOR B;
original image A in the sender side. If the receiver h_as all 127 126 126 126
e vd ey oy e O - 0 e
126 124 127 127

C. Example 126 126 127 120
Consider b = 2, 2°= 2% = 4, therefore 4 shares. Take Ss= B, XOR S,

the original image A as
40 60 139 60
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S; = 232 252 243
68 207 91
190 154 88

S4 = Sl XOR A’
22 65 132

S, = 243 255 128
225 169 198
163 159 83

Decryption:

A’ = S$;XOR S, XOR S; XOR S,
43 86 10

A= 18 2 93
198 68 233
22 6 13

175
62
168

135
235
10
44

XOR K

210
120
39

248

After inverse column permutation the original image is

10 210 43
A = 93 120 18
233 39 198

13 248 22

Secret Image

:

86
2
68
6

Column Permutation

hJ

Basic Matrix
Computation

I

Creation of Shares

+— Secret Key

Superimposition of shares

«+— Secret Key

|

Inverse column pertutation

!

Secret Image

Fig. 3 Block diagram of proposed scheme

Copyright to IJARCCE

www.ijarcce.com

ISSN (Print) :2319-5940
ISSN (Online) : 2278-1021

International Journal of Advanced Research in Computer and Communication Engineering
Vol. 2, Issue 3, March 2013

IV. EXPERIMENTAL RESULTS

A good visual secret sharing scheme must have
lower pixel expansion and higher contrast. Our proposed
scheme did not use a pattern book to generate a share
images. We paid more attention to evaluate the contrast
of revealed images and the security result of the
generated share images. We used MATLAB tool to
generate the code according to the algorithm. The
algorithm is tested for different 8 bit color images. The
experiment results guarantee that no pixel expansion,
high visual quality and reasonably high security. Fig. 4
shows an example original image that carries secret
information. Fig. 5 shows the 4 shares after encryption.

Fig. 4 Original Image

(a) Share 1

(b) Share 2
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(c) Share 3

(d) Share 4

Fig. 5 Shares generated

V. CONCLUSION

We established a Region Based Visual
Cryptography Scheme for Color Images. The objective
function is secret sharing of information. In this paper, a
visual secret sharing scheme with no pixel expansion has
been proposed. It can be used to create multiple shares
without any pixel expansion. To reveal the secret image,
n share images were just stacked and the recovery images
could be recognized by the Human Visual System, no
other devices were needed to reveal the secret image. If
the receiver has all the shares and key then only he can
decrypt. Otherwise he can’t get any details about original
image. Thus our proposed scheme achieved the purpose
of the visual secret scheme by not only solving the critical
problem of pixel expansion, but it also concentrated on
security. The column permutation operation and secret
key further increase security. Further research for this
proposed scheme will be carried out for compressed
colour images like JPEG.
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